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Abstract. Counterterrorism and intelligence tasks rely on the efficient
collection, analysis and dissemination of information. While information
systems play a key role in such tasks, databases are ill-suited to support
certain needs of the intelligence analyst, who many times needs to browse
and explore the data in an interactive fashion. Since query languages are
geared towards one-query-at-a-time exchanges, it is difficult to establish
dialogs with a database. In this paper, we describe the initial phase of a
project that focuses on designing and building a system to support in-
teractive exchanges of information with a database, including the ability
to refer to old results for new questions, and to play what-if scenarios.
We describe our motivation, our formalization of the concept of dialog,
and our initial design of the system. Further development is outlined.

1 Introduction

Recent world events (September 11, 2001, in the U.S.; March 11, 2004,
in Spain) have made clear that sophisticated intelligence work is needed
in order to deter and prevent terrorist threats. Such intelligence work
relies on the efficient collection, analysis and dissemination of informa-
tion. Clearly, information systems play a key role in such tasks: Michael
Wynne, principal deputy under secretary of Defense for acquisition, tech-
nology, and logistics, has stated that in the 21st century, the key to fight-
ing terrorism is information. Also, the paper [17] is significantly titled
Countering Terrorism Through Information Technology. However, tradi-
tional databases are not specially suited for this environment, in which
data access has special characteristics. One such characteristic is the
need by intelligence analysts to browse and explore the data as it may
not be clear which questions to ask. In a typical scenario, the analyst may
ask questions from a database, examine the answers, go back for more
information or play what-if scenarios based on the answers obtained.
Interaction with the database is hampered, since query languages are
geared towards one-query-at-a-time exchanges, with limited information
flow. Hence, it is difficult to establish dialogs with a database. In this
paper, we describe a project on its beginning stages that focuses on
designing and building a system to support interactive exchanges of in-
formation with a database, including the ability to refer to old results
for new questions, and to play what-if scenarios. In the next section, we



describe the problem in detail, and give an example of the use that we
envision for the system. Next, we formalize the notion of dialog, and show
the initial design of the system. We then study some properties of our
formalization and overview issues of implementation and efficiency. We
close with some conclusions and outline further research in the project.

2 The Problem

It is clear that information and its flow are a powerful weapon that will
play a key role in future adversarial scenarios. Managing this information
(gathering it, organizing and fusioning it, and making it available to the
parties that need it) is the goal of many ongoing projects within the De-
fense and Intelligence Communities1. Clearly, there is an important and
real need for advanced information analysis tools for counter-intelligence
-a central task in Homeland Security. In this section we explore some
special requirements of intelligence works and show, via examples, that
traditional database management systems do not address said require-
ments. Throughout the proposal, we use a database that contains infor-
mation about flights that different airlines offer periodically (for instance,
Air France may go from Paris to Washington, D.C. every week), and the
passengers on each flight, including an status that indicates if the pas-
senger is consider high, low, or medium risk. Many times, the way an
intelligence analyst needs to operate is by exploring and interacting with
the data. The analyst may have a clear, high-level goal in mind (i.e. find
out if a suspected person ’X’ is a member of a terrorist organization,
or is in the United States right now), but such goal is not likely to be
solved by a direct querying of any data base; rather, there will be a se-
ries of questions that will attempt to gather the information needed to
fulfill the goal (for instance, is ’X’ associated with any known member
of terrorist organizations? Is he from a region known for recruiting? Has
he (or anyone with an alias for him) traveled anywhere in the last six
months?) ([12, 11, 7]). Hence, obtaining information one query at a time
may be too time-consuming and complex, and may interrupt the flow of
information between database and user. The overall goal of the project
is to improve the information flow between a particular type of user (an
intelligence analyst) and database systems. To see the need for such an
improvement, assume the following dialog between an analyst (A) and a
helper (H), with questions numbered in order:

– (A) What are the names of all passengers on Air France flights from
Paris to D.C. during December 2003? (1)

– (H) Long list of names...
– (A) Of those, which ones are not French nationals? (2)
– (H) List of names...
– (A) Of those, which ones have status of high risk? (3)
– (H) None.

1 See, for instance, the Advanced Question & Answering for Intelligence (AQUAINT)
project funded by the Advanced Research and Development Agency (ARDA), or the
Mercury project within the Joint Battlespace Infosphere (JBI).



– (A) Ok, then, which passengers are French nationals? (4)
– (H) Short list of names...
– (A) Of those, which ones are considered high risk? (5)

Note that the question in (2) refers to the answer for (1), the question in
(3) refers to the answer for (2), but the question in (4) also refers to the
answer for (1) (not to the answer for (3)!). Finally, the question in (5)
refers to the answer for (4). If the analyst were using SQL or a similar
query language to query a database (or even a menu-driven front end),
instead of a helper, the results from previous queries would have to be
saved explicitly by the user; otherwise they would be lost and must be
reworked into further inquiries. Database queries happen out of context,
and that is not how people operate. We would like a system that supports
this kind of interactive process. We note, though, that dialog support can
get very tricky. Assume that the question in (2) is How many of those
are not French nationals?. Then the answer would be a number, but it
still would make sense to ask (3)! In this case, (3) would not refer to the
answer, but to the underlying set of names that the answer is counting.
Supporting dialogs is important for another reason: dialogs are the base
for what-if type of reasoning. An intelligence analyst works many times
with data that is not completely reliable or credible; alternatives must be
considered, and their implications analyzed ([12, 11, 7]). Creating what-if
scenarios is a helpful procedure in these cases; our approach will support
this kind of reasoning.

3 Technical Approach

Support for dialogs has to carefully balance expressiveness, efficiency and
flexibility. The reason is that, in an interactive mode, answers must be
obtained very fast; however, the system should not burden the user in
order to achieve fast response.
There is an obvious way to implement dialog support in relational databases:
transform each SQL query from a SELECT statement to a CREATE TABLE

statement, choose a name for each query, and then SQL takes care of the
rest. Such approach is very inefficient for two reasons. First, the overhead
in saving each result (overhead that grows as the number of queries in the
dialog grows) may not be justified if only a few results are reused later
on2. Second, on this scenario query answers are stored on disk, unin-
dexed. However, we could achieve faster response times if some answers
were kept in memory. Since it may not be possible to keep all answers in
memory, a choice must be made. We would like a system that decides,
for each answer, whether to keep it or not; if kept, in which format to
keep it (see later about several options) and whether to keep it in disk or
in memory. The system should take into account parameters like the size
of the answer, the cost of recreating it (if not saved) and the probability
of an answer being reused. Since it is impossible to determine, in a true
ad-hoc dialog, whether an answer will be used again, we propose to have

2 In systems that are capable, a materialized view can be created instead; however,
the efficiency problem persists.



a system that archives dialogs per user, mines them to determine mode
of interaction, and uses this information to decide when and how to store
a result.
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Fig. 1. Graph for example of section 2: (b), with levels added.

We now formalize the notion of dialog. Given a database D, we distin-
guish between the database schema sch(D) and its extension ext(D).
It is well known that a database extension changes over time; however,
for now we assume that the database remains fixed throughout a dia-
log. This will allow us to ignore difficult issues of time modeling and
updating; getting around this simplification is left for further research.
Queries are assumed to be expressed in SQL, although the framework is
mostly independent of the query language and can be extended3. Given
query q, we write q(D) to denote the application of query q to databaseD
(i.e. running q against ext(D)). Note that, while q(D) is a relation, it has
no name associated with it. For now, we will use the expression q(D) as
the name of the relation. The expression text(q) denotes the query itself,
i.e. its SQL code. The relations mentioned in the FROM clause of text(q)
are denoted from(text(q)) -note that this is a set of names. A dialog with
D, then, is seen as an ordered, finite sequence of queries q0, q1, . . . , qn,
such that each query qi is run against database D extended with the
results of previous queries qj , 0 ≤ j < i. q0, called the initial query, is
run against D. Formally, we associate with each query in the dialog a
schema with function sc as follows:
– sc(q0) = sch(D);
– sc(qi+1) = sch(D) ∪

⋃

0≤j≤i
sc(qj)

Intuitively, in a dialog the relations created by running previous queries
can also appear in a later query, i.e. for any query qi, from(text(qi)) ∈
sc(qi) = sch(D)∪

⋃

0≤j<i
sc(qj). Note that in a standard setting, from(text(qi))

for any query qi can only mention relations appearing in the original
database, (i.e. for all i, from(text(qi)) ∈ sch(D)). If query qi mentions in
its FROM clause the results from query qj (i.e. qj(D) ∈ from(text(qi))),
we say that qi uses qj . This creates a series of relationships among queries
in a dialog which can be represented by a directed acyclic graph (DAG)
as follows: each query is a node; a link from node qj to node qi exists if

3 The only necessary characteristic is that the query language returns answers that
can be integrated into the database. This is clearly the case with SQL.



the query in qi uses the query in qj . A DAG for our example of the pre-
vious section is shown in Figure 1, part (a) with each query represented
by its number.
We call the set of nodes pointing to a node q in(q), and the set of nodes
to which q points, out(q). Note that the resulting graph may not be a
tree, but it has some common characteristics with a tree:
– there exists some nodes q with in(q) = ∅. These nodes corresponds
to query q0 and to other queries which use only the database D. Such
nodes are called the roots of the graph; the set of roots of graph Q
is denote roots(Q).

– nodes in the graph can be grouped in levels, that denote where in
the dialog they fit, as follows: level(0) = roots(Q); level(i + 1) =
⋃

q∈level(i)
out(q).

Note that if q ∈ level(i) and q uses q′ then q′ ∈ level(j) for some j < i.
Note also that, for the finite graphs that represent dialogs, there is a k
such that level(k) = ∅, and therefore, for all l > k, level(l) = ∅. The
smallest such integer k is called the length of the graph. Given a graph
Q, we create a pseudo-tree QT as outline above, by grouping all nodes
of Q in levels (recall that level 0 corresponds to the roots of the graph).
Analysis of Q and QT provide important clues about how to treat the
queries in a dialog. Our previous graph example, divided into levels, is
shown in Figure 1, part (b).

4 System Design and Implementation

We plan to implement a dialog manager as an interface between the user
and the database system. The dialog manager will handle dialog support,
build a dialog graph as defined above, and store it once the dialog is
finished. To handle dialog support, the system will keep track of a user’s
questions, decide whether to store answers on disk or in memory, and in
which form (see later for a discussion of options). The system will also
allow the user to reuse results not only by name, but by using certain
keywords in the From clause of the SQL query. In particular, assume we
are in query qi of dialog (graph) Q. Then,
– keyword first always denotes q0;
– keyword previous denotes qi−1.
– keyword root n always denote the n-th query that is a root (i.e. the
n-th element of root(Q)), with the order given by the order in which
queries were produced.

The overall system, its modules and the flow of information are shown in
Figure 2. When a user logs in, a session will be started. As far as the user
does not log off, or explicitly terminates it, the session will continue. The
user will be allowed to reuse results within a session. The dialog man-
ager receives requests from the user in a slightly modified version of SQL
(SQL plus the keywords introduced above). The Parser parses the incom-
ing request, finds keywords (if any) and references to previous results,
and makes appropriate substitutions to generate standard SQL. This is
then sent to the database by the Wrapper. The Wrapper is designed to
handle interaction with different databases and isolate the program from
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Fig. 2. Overall System Design

each database idiosyncrasies (it is planned to develop the Wrapper using
JDBC). When an answer comes back, the manager checks the size of
the answer, adds a node to the current dialog graph and decides, based
on knowledge from previous graphs, the answer size, and the query text
where and how to store the answer. The Answer Manager is in charge
of storing the answer and keeping track of where each answer is, and in
what representation. Once a dialog is over, the graph generated is stored
in the Graph Repository, where it will be kept for further analysis and us-
age. Finally, an Scenario Manager handles what-if reasoning by receiving
the changes to be made and the answer to be changed, and propagating
the changes throughout the dialog graph. It also takes care of binding
the original changes to the propagate changes, so that multiple scenarios
can be supported.

We propose to collect all dialog graphs for a user or group of users, and
mine some characteristics of them in order to improve dialog manage-
ment. The intuitive idea is that past dialogs can help infer which answers
are going to be reused (or, at least, the probability of this happening).
Our working hypothesis is that users tend to reason and proceed in simi-
lar ways over time. Hence, mining graphs of past activities could provide
useful indication of future actions4. The following are some characteris-
tics of the graph Q and the pseudo-tree QT that are worth noting. The
(largest) smallest degree of a level in QT is the (largest) smallest node
index in that level. The jump of QT between two levels i and i+1 is the
difference between the lowest degree in i and the largest degree in i+ 1.
The jump of Q is the largest jump in QT . Intuitively, the jump gives us
an idea of how long it may take a user to go back to reuse an old result.
A jump of 4, for instance, means that at some point a user did 3 different
thing before coming back to use a result. If this is the longest a user took
to reuse a result, it follows that all results that would have generated a
longer jump were actually not reused, and therefore there was no need
to save them. Assume, for instance, that a user has established n dialogs
d1, . . . , dn with a database, and the maximum jump is 6. Assume further
that we are at dialog n+1 in query q10. Unless a further jump is taken in

4 Similar assumptions underlie other research ([1]).



this dialog, this means that queries q0 to q4 can be forgotten, as chances
are they will not be revisited. Of course, this is a heuristic, and it is
perfectly possible for a user to keep on using increased jumps. However,
psychological evidence about short term (or working) memory in humans
suggests that the jump of a user will actually stabilize over time, and it
may be a small number. If not to discard results, the information may
be used to decide when to move some results to disk from main memory.
A node q in a graph Q such that out(q) = ∅ is called a leaf. Note that if k
is the length of Q, all nodes in level(k) are leaves. The ratio of leaves in
a graph to the total number of nodes helps us establish the probability
of a result being reused.
Given a set of nodes q0, q1, . . . , qm, we say that the set forms a chain
if out(qi) = {qi+1} for i = 0, . . . ,m − 1, and in(qj) = {qj−1}, for
j = 1, . . . ,m. Given query qj , a subgraph Q rooted at qj such that there
is a chain on it is called a drill (or drill down) on qj . Intuitively, the
chain represents a progressive refinement of the relation returned by qj ,
without any further reference to the database. In our example, the sets
{1, 2, 3} and {1, 4, 5} are both chains. Each relation in a chain is worth
not only keeping, but keeping in memory if at all possible, since each
subsequent question is computed from that answer alone (and therefore,
keeping the answer in memory means that we do not need to access the
disk at all!). If we relax the second requirement so that in(qj) contains
only qj−1 and relations from the database, we have a pseudo-chain. The
results in a pseudo-chain are still worth keeping, and it may be a good
idea to keep them in memory. This is due to the fact that the relations
in the database and the previous answer (qj−1(sc(qj−1))) must be put
together through some operation (most likely, though a join, although a
set theoretic operation -union, difference, intersection- is also possible);
if one of the operands is an in-memory table, the operation can be imple-
mented much faster. Given query q, if out(q) has more than one element,
say out(q) = {q1, . . . , qn}, we say that the elements of out(q) are com-
plements if

⋃

1≤i≤n
qi(sc(qi)) = q(sc(q)) and the elements are pairwise

disjoint. Note that this is the case of queries (2) and (4) in our exam-
ple of the previous question. The interesting thing about such queries is
that it may be easier to compute them all at once then separately; if a
user tends to have queries that generate complements, it may be a good
idea to compute complements when such a task is easy. For instance,
for queries based on selection (say σc(q), where c is some condition), it
is easy to compute a complement (computing σ¬c(q)). In our example,
query 2 would select, from a certain list of passengers, those that are
not French nationals. Later on, we come back to the same list and ask
for those passengers which are French nationals. Clearly, both questions
could have been computed at once with less effort.
We define, for a given node q the span of q (in symbols, Span(q)) in
a manner similar to the definition of levels: the span of a query q in i

steps (in symbols, span(q, i)) is given by span(q, 0) = out(q); span(q, i+
1) =

⋃

q′∈span(q,i)
out(q′). Then, Span(q) =

⋃

i
span(q, i)5. The span

5 Note that, even though we do not limit our subscript, this is a finite, well defined
process, bound by the length of the graph.



number of query q is simply the cardinality of Out(q). Intuitively, the
span number tells us how many results further down in the dialog use
query q or a result obtained by using q. The higher this number is, the
more justified it is to materialize q and to keep it in memory.
Finally, we can characterize what if analysis in this framework as fol-
lows. The result of changing a relation returned by a query (inserting,
deleting or updating it) to further use the changed relation in a dialog
is called creating a scenario. We need to track several scenarios, making
the changes temporary, so that the same result can be changed in sev-
eral ways (i.e. to support alternative analysis of the same data). We also
need to propagate changes to results obtained from the changed result.
Given query qi, let r

′
i be the result of inserting, deleting, and/or up-

dating qi(sc(qi)). Then, changes are not propagated back to relations in
from(text(qi)); rather, they are propagated forward to any qj such that
qi(sch(qi)) ∈ from(text(qj)). This is done iteratively, until all affected
results are changed. Using our graph characterization of dialog, propa-
gation proceeds using out(qi). Note that, given changes to q, the set of
all nodes to which change should be propagated is exactly Span(q). The
changes are to be the result of reapplying queries to the new data. In our
example of section 2, assume the analyst is surprised not to find a certain
person’s name in the answer to (4), and decides that the person is likely
to be there under false identity (perhaps because other information sup-
ports this). Then, the analyst decides to change the answer to (4) and
see what happens then. It is obvious, in this simple example, that the
answer to (5) should also be changed accordingly (since out(4) = {5}),
but that answers to (2) or (3) should remain untouched. Note that, had
the analyst decided to change the answer to (2) for some reason, then the
opposite would be true: the answer to (3) should change, but (4) and (5)
should remain untouched. Note that the above simply characterizes the
set of answers affected by a change; instead of an eager policy, changes
can be propagated by a lazy (on-demand, as-needed) policy.

4.1 Implementation Issues

There is a clear need to make the system perform as fast as possible,
given its goal of being interactive. In order to achieve the best possible
response time, two techniques are adopted. The first technique consists
of the graph analysis indicated above, in order to decide which answers
to keep in memory, which ones to keep on disk and which ones can be dis-
regarded. If the answer kept in memory is part of a larger computation,
that computation can be sped up with memory-aware algorithms ([23,
21]). The second technique is to use several different representations for
an answer, depending on factors like size, complexity of the query that
produced it, etc. In particular, we will study three different represen-
tations for an answer: as a virtual view, in which case only the query
itself, but not the results are not kept; as a materialized view, in which
case the results are kept; and as a ViewCaches ([18, 19]). A ViewCache
is an intermediate representation, between the virtual and the material-
ized one. Like virtual views, they do not need to be recomputed when
there is a change in the base relations (i.e. for what-if reasoning). On



the other hand, if the results of the view are needed, they can be ma-
terialized very efficiently. Unfortunately, ViewCaches can only be used
with SQL queries that do not have aggregation, grouping or subqueries.
While materialized views can be used in more cases, they must be re-
computed whenever the base relations change. Fortunately, incremental
maintenance techniques ([20, 9, 6, 13]) that were developed in the context
of data warehousing can be used for this task.

5 Related Work

While the project is novel, it continues a long tradition in database re-
search of trying to make databases more useful and user-friendly. Con-
sequently, there has been considerable research on issues that are rele-
vant, to some degree, to the present project, including efforts in flexible
query answering (including natural language interfaces to databases),
and query processing and optimization. Due to lack of space, we can
only briefly mention some relevant references.
The motivation of Flexible Query Answering is in the flexibility of the
data model more than flexibility at the query language level ([5]). Thus,
flexible query answering usually addresses issues of querying semistruc-
tured data, or distributed databases, possibly with different data models.
What this work has in common with our project is that there have been
proposals of query languages that relax the need to know the structure
of the database to some degree; such languages provide more flexible an-
swers, but are not necessarily more user-friendly ([14]). An exception is
the work of [15], which tries to increase the flexibility of the query lan-
guage to allow naive users to recover from mistakes in writing queries.
Natural Language Interfaces for Databases (NLIDB) have a long tra-
dition (see [2] for an introduction). While some ideas of this research
provide inspiration for the present proposal, research in natural lan-
guage has seen very limited commercial use, and is not directly applica-
ble to the present project. Natural Language research has also generated
(and interacted with) considerable research in information retrieval ([3]).
Many modern RDMBS have an information retrieval component that im-
plements some text retrieval functionality ([16]). However, even though
there are techniques developed in this context that would contribute to
a sophisticated dialog system ([8]), most of this research concentrates
on retrieving information from text databases, and does not apply to
structured databases. Also, it assumes a high degree of lexical analy-
sis of the question, and does not take performance into account. Hence,
such research is, by the most part, not directly applicable to the present
project.
As for research in query processing and optimization, relevant research
has been mentioned in the previous section. It is worth mentioning here
that although the idea of dialog seems similar to existing OLAP systems,
which support interactive analysis through, roll-up, drill-down, slice-and-
dice queries ([10]), it goes beyond such systems in providing a dedicated
architecture that studies past interactions in order to decide when and
how to save and reuse past queries, and in supporting automatically



what-if analysis. Also, the idea beyond our graph formalisms is obviously
to provide us with a caching strategy, a well known and studied idea.
However, unlike techniques like LRU (least recently used) and similar
ones, our strategy is semantic in that it tries to take decisions based on
issues like future use and role in the argument, and adaptive, in that it
is not fixed in advance but depends on past behavior of a user or group
of users.
Finally, we point out the strong connection to novel research that mines
activity graphs in the context of workflow management to enhance user
interaction ([1]).

6 Conclusion and Further Research

In this paper we have presented the initial concept for a project to provide
relational databases with an interactive query capability, in the form of
dialogs. After arguing the importance of this capability for intelligence
and counter-terrorism tasks, we have shown how to formalize the concept,
and some basic properties. We have also shown a design for a system
that will implement these concepts, and discussed some alternatives for
implementation.
We plan to design and implement such a system in the near future, as
well as to explore extensions of the ideas proposed here. For instance,
we plan to investigate if our techniques can be extended to the XML
case, perhaps by considering XML as a nested view over an underlying
relational database ([4]) and supporting dialogs in XQuery. We will set
up experiments to determine the validity of our working hypothesis. We
plan to use real users carrying out real-life tasks and study the set of
graphs per user to determine how well the proposed measures reflect the
user’s behavior. Response time and user satisfaction (as determined by
questionnaires) will be used to determine the system’s degree of success.
One benefit of our graph representation is that it can be used to study
the working habits of an analyst or group of analysts. This in turn can
be used to pinpoint good and bad working habits, and to teach new
analysts.
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